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@ haveibeenpwned.c

Home  Notifyme Domain search

Who's been pwned Passwords APl About Donate BIP

[';——have i been pwned?]

Check if you have an account that has been compromised in a data breach

email address

@ Generate secure, unique passwords for every account | Learn more at 1Password.com

409 8,506,944,706

pwned websites pwned accounts

Largest breaches
Collection #1 accounts
Verifications.io accounts

Onliner Spambot accounts

102,441 122,480,433

pastes paste accounts

Recently added breaches
i?mmg Zooville accounts

StreetEasy accounts

SEPHORA Sephora accounts
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Majority Area

i Macau Cyber Security ISO 27001 CIS Critical Security Controls

: PwC Key Maturity :
: i Guidance

Protect

Detect

Respond &
i recover

Asset Management 6.2 27001: 8 CSC-1, CSC-2

i 27001 i N/A — Not covered in CIS CSC

i Governance : 27001: 5, 6 i N/A — Not covered in CIS CSC

i Business Environment

HR Security

Protective Technology : CSC-7,CSC-8

i N/A — Not covered in CIS CSC

....................................................................................................................................................................................................................................................

i CSC-14

: Maintenance

i Physical Security

i Anomalies & Events

Continuous Monitoring : 7.2.3.3.3 CSC-4, CSC-8, CSC-16
i Detection Processes 7.2.3.2 CSC-12
i Detective Technology 7.2.3.2 : CSC-7,CSC-8

i Response Planning

: Improvements
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One of the common examples: SQL Injection

Vulnerable Usage

stmt =

String newlame = request.getParameter("newName");
string id = request.getParameter("id");
String query = " UPDATE EMPLOYEES SET NAME="+ newName + " WHERE ID ="+ id;

Secure Usage

" The SDLC guidance reorganizes security practices

Establish Sscurity Baseline ‘Establish Design UseApproved
Requirements - iy Autemated Testing
Perform Security and Perform Attack Surface Deprecats Unsafe r
Privacy Risk Assessments Analysis Functions Besiwm Peactrzizy
perform static Conduct Attac
Analysis Surface Revi

Praate and Carfdential
Pl

ONE-TIME PRACTICES

‘ Establish Security Re

1. Isit accessibie from Internet? -=

. Isit 2 mobile application?

3. Does it involve Pavment Card
Information (PCI)? = Ga to
Security Requirement

4. Does it invalve over 100 users? -
=G0 to Security Requirement

® 5. Isit 2 business critical

application. Le. Tier 1&27 -> Go

1o Security Requirement

Private and Confidential
Pl

PwC

s

bH

pstmt =
pstmt.setString(1, newllane);
pstmt. setstring(2, id);
1L

safeHQLOuery. setParameter (“enpld", id);

Capduct Final Security
Review

UPDATE EMPLOYEES SET MAME = ? WHERE ID = 2°);

Query safeHQLQuery = session.createQuery(“from Employees where id=:empId®);

" Secure SDLC (CI/CD Workflow)

NEW ° Trigger Automated Test

sonarcube |

Code Scan, Pull l

T
R andd Build othmslructum
$° " it

Se @ senkins

*"RA @ Tracklssues

Privabe md Carfdential
Fai:

Provision

&0

"dod«w ANSIELE

Deplay
| Application

e

¢ visual Studio
Mmaven
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